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Abstract- Mobile Ad-hoc network (MANET) is a network of mobile devices connected by wireless links. Security is a 
major challenge for MANET because to its features of open medium, dynamically changing topologies, absence of 
centralized monitoring points. Thus, many routing protocols of MANETs are vulnerable to various types of attacks. Ad hoc 
on-demand distance vector routing (AODV) is a very popular routing protocol, vulnerable to the black hole attack, where a 
malicious node falsely advertises shortest and suitable paths to a destination node during the route discovery process. This 
attack leads to severe stage if a group of malicious nodes cooperate each other. In this paper, a defense mechanism is 
proposed against multiple cooperative black hole nodes in a MANET. The Simulation has been done that demonstrate the 
effectiveness of the mechanism in detection of the multiple malicious nodes while getting a better throughput and lesser 
delay in the network.  
 
Index Terms- AODV routing Protocol, Blackhole Attack MANET, Malicious Node. 
 
 
I. INTRODUCTION 
 
An ad hoc network is a wireless network describe by 
the nonexistence of a centralized and fixed 
infrastructure. The absence of an infrastructure in ad 
hoc networks poses great challenges in the 
functionality of these networks. Therefore, we refer 
to a wireless ad hoc network with mobile nodes as a 
Mobile Ad Hoc Network (MANET) [1]. Mobile Ad 
hoc network is a decentralized type of wireless 
network. There is no pre-existing infrastructure such 
as routers in wired networks or access points in 
wireless networks on which it is depended. In routing 
each node participates by forwarding data for other 
nodes in ad hoc network the determination of which 
nodes forward data is made dynamically on the basis 
of network connectivity. Wireless networks refer to 
those networks that make use of radio waves or 
microwaves in order to establish communication 
between the devices. All the nodes act as router in 
mobile adhoc network [2]. 
 
Nodes have ability to self configure makes this 
technology suitable for provisioning communication 
to, for example, disaster-hit areas where there is no 
communication infrastructure or in emergency search 
and rescue operations where a network connection is 
urgently required. In MANET routing protocols for 
both static and dynamic topology are used. The 
Characteristics of MANETs have led to design of 
MANET specific routing protocols. There are mainly 
two types of routing protocol available Proactive 
(Table-driven) and Reactive (On- demand) Routing 
Protocol.  In recent years, a number of studies have 
been done on the different layers of the OSI Model. 
Our work focuses only on the routing/network layer. 
One of the most crucial problems of MANET is 
security of routing protocol. 

 
 
One of the most widely used routing protocols in 
MANETs is the ad hoc on-demand distance vector 
(AODV) routing protocol [3]. It is a source initiated 
on-demand routing protocol. However, AODV is 
vulnerable to the well-known black hole attack. In 
[4], the authors have proposed a solution to identify 
multiple black hole nodes cooperating as a group in 
an ad hoc network. The proposed technique works 
with slightly modified AODV protocol by isolating 
malicious nodes using Alarm Messages and then 
establishes the shortest path to the destination that is 
better than that technique with lesser delay and 
greater throughput. The rest of the paper is organized 
as follows.  
 
Section II discusses some related work in security 
mechanism in AODV routing protocol for MANETs. 
Section III gives an overview of AODV protocol and 
its security Problem. Section IV describes the 
proposed work on security. Section V presents the 
simulation results. Section VI concludes the paper 
while highlighting some future scope of work. 
 
II. RELATED WORK 
 
The proposed work is aimed at developing better 
solution for AODV routing protocol against multiple 
cooperative blackhole attack. As security problem has 
got attention of researchers. This section documents 
some of many techniques based on AODV developed 
by researchers.  
 
Steven M. Bellovin and Michael Merritt et.al, 
discussed about Kerberos authentication protocol and 
various limitations of Kerberos authentication 
protocol [5]. The main limitation of Kerberos 
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authentication protocol is much number of message 
exchange is needed for successful authentication and 
this approach will degrade the battery performance of 
the hand held devices. Second, disadvantage is the 
assumptions of the Kerberos authentication protocol 
when environment changes assumptions are need to 
change for efficient working of Kerberos protocol. 
Reply attack, login spoofing, session key expose, 
password guessing attacks are possible in Kerberos 
authentication protocol. Seung Yi and Robin Kravets 
et.al had discussed various mutual authentication 
schemes of mobile ad hoc network. They had 
discussed the symmetric key and asymmetric key 
distribution schemes [6]. They had also discussed 
PKI (public key distribution) scheme which based on 
the symmetric key distribution scheme. In this paper 
author proposed a new authentication scheme named 
as MOCA which hybrid type of scheme and use both 
PKI and asymmetric schemes for mutual 
authentication. Pradeep kyasanur et.al proposed a 
protocol extension of 802.11 DCF protocol to detect 
the selfish behavior of the nodes in the infrastructure 
and ad hoc network topologies. Selfish nodes means 
the nodes which select the contentional window 
(CW) time in such a way so that the other nodes are 
keep on waiting to send the data and overall through 
put of the network degrade [7]. The proposed scheme 
has three components first one is that the receiver 
decides that whether sender is diverting form protocol 
or not. Second component is penalize ,in this scheme 
the receiver assigns the contentional window time to 
the sender if sender not sends data in that time period 
sender have to pay the plenty. Plenty means that in 
next time when sender sends that data they have to 
wait more to send data to receiver .The third 
component is the diagnosis scheme receiver decide 
whether the sender is selfish or not on the basis of the 
total data send by the sender and number of times the 
sender pay plenty no of plenty paid by the sender is 
more than the threshold value which is fixed then the 
sender is selfish and no more data is received form 
that sender. Tien-Ho Chen and Wei-Kuan Shih had 
discussed about importance of mutual authentication 
for wireless sensor networks .They also discussed 
about the DES protocol which is the hash-based 
authentication protocol [8]. This protocol provides 
the security against the stolen-verifier, masquerade, 
replay, and guessing attacks. In this paper they had 
also discussed about the weakness of the das 
protocol, they had proposed an certain enhancements 
in the das protocol .The enhanced das protocol is 
efficient than the traditional das protocol .Enhanced 
das protocol is reliable protocol and provides more 
security to the sensor nodes in the insecure 
environment. The proposed protocol is the energy 
efficient protocol and require less message exchange 
so as less traffic and less computations for mutual 
authentication. Sushma Yalamanchi and K.V. 
Sambasiva Rao, they had proposed a two stage 
authentication scheme for wireless networks. They 

discus that in wired network use the authentication 
protocol which is having large computations but in 
wireless networks we require less computation and 
energy efficient authentication protocol .Because in 
wireless networks the hand held devices are having 
limited battery and limited computational resources 
also wireless networks on suffer from packet losses 
and bit errors and offers low bandwidth [9]. In the 
paper, they presents a two-stage authentication 
scheme for wireless networks that uses a 
computationally intensive but highly secure strong 
authentication in Stage 1 and a lightweight symmetric 
key based protocol in Stage 2. The cost of the strong 
authentication adopted in Stage 1 is amortized over N 
sessions thus reducing the overall cost of the scheme. 
They adapt the Dual-signature based IKE 
authentication that we proposed in our earlier work 
and employ it as Stage 1 authentication. The 
Symmetric key protocol in Stage 2 authentication that 
they proposed uses the symmetric keys that are 
generated in Stage 1. Priyanka Goyal et.al have 
introduced the elementary problems of ad hoc 
network by giving its background which is related to 
its work including the concept, status, features and 
vulnerabilities of MANET [10]. This paper presents 
summarized study of the routing protocols. Different 
types of Routing protocol like reactive, proactive and 
hybrid routing protocol and their subcategories all are 
mentioned in this paper. In the future how much 
bandwidth is required, how to scale up it and 
deployed it and which range of frequency is required 
all ways are explained. Also include the several 
challenging issues, emerging application like military 
battlefield, local level, Personal Area Network and 
the future trends of MANET. Karthikeyan U and 
Rajni introduced paper that challenge to study threats 
faced by the ad hoc network environment and provide 
an arrangement of the various security mechanisms 
[11]. The strengths and vulnerabilities of the existing 
routing protocols analyzed and suggest a broad and 
comprehensive framework that can provide a tangible 
solution. Hongmei Deng, Wei Li, and Dharma 
P.Agarwal [12] proposed the method for detecting the 
single black hole node. In this proposed method, each 
intermediate node sends back the next hop 
information when it sends back an RREP message. 
When the source node receives the reply message 
from intermediate node, it does not send the data 
packets quickly, but it extracts the next hop 
information and then sends the Further-Request to the 
next hop to verify that it has the route to the 
intermediate node. If the next hop has no route to the 
inquired intermediate node, but has a route to the 
destination node, we discard the reply packets from 
the inquired intermediate node, and use the new route 
through the next hop to the destination. One 
limitation of the proposed method is that it works 
based on an assumption that malicious nodes do not 
work as a group which is an unreal situation. Jaydip 
Sen, Sripad Koilakonda, Arijit Ukil [13] proposed a 
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method for detecting multiple Cooperative Blackhole 
attacks. In the proposed scheme, two bits of 
additional information are sent by the nodes that 
respond to the RREQ message of a source node 
during route discovery process. Each node maintains 
an additional data routing information (DRI) table. In 
the DRI table, the bit 1 stands for ‘true’ and the bit 0 
stands for ‘false’. The first bit ‘From’ stands for the 
information on routing data packet from the node (in 
the Node filed), while the second bit ‘Through’ 
stands for information on routing data packet through 
the node (in the Node field). Limitation of proposed 
method is that it detects only single cooperative 
attack with more delay and lesser throughput.  
 
III. AODV AND ITS SECURITY PROBLEMS 
 
AODV protocol is written in RFC 3691. AODV is an 
important on-demand routing protocol that creates 
routes only when desired by the source node. When a 
node requires a route to a destination, it initiates a 
route discovery process within the network. It 
broadcasts a route request (RREQ) packet to its 
neighbors, which then forward the request to their 
neighbors, and so on, until either the destination or an 
intermediate node with a “fresh enough” route to the 
destination is located. In this process the intermediate 
node can reply to the RREQ packet only if it has a 
fresh enough route to the destination. Once the RREQ 
reaches the destination or an intermediate node with a 
fresh enough route, the destination or intermediate 
node responds by unicasting a route reply (RREP) 
packet back to the neighbor from which it first 
received the RREQ. After selecting and establishing a 
route, it is maintained by a route maintenance 
procedure until either the destination becomes 
inaccessible along every path from the source or the 
route is no longer desired. A RERR (Route Errors) 
message is used to notify other nodes that the loss of 
that link has occurred.    
 

 
Fig. 1 Routing Discovery Process in AODV Protocol 

 
A black hole problem means that a malicious node 
pretends to have the shortest path to the destination 
node, but drops the routing packets but does not 
forward packets to its neighbors. Imagine a malicious 

node ‘M’. When node ‘A’ broadcasts a RREQ packet, 
nodes ‘B’ ‘D’ and ‘M’ receive it. Node ‘M’, being a 
malicious node, does not check up with its routing 
table for the requested route to node ‘E’. Hence, it 
immediately sends back a RREP packet, claiming a 
route to the destination. Node ‘A’ receives the RREP 
from ‘M’ ahead of the RREP from ‘B’ and ‘D’. Node 
‘A’ assumes that the route through ‘M’ is the shortest 
route and sends any packet to the destination through 
it. When the node ‘A’ sends data to ‘M’, it absorbs all 
the data and thus behaves like a ‘Black hole’.     
     

 
Fig. 2 Black Hole Attack in AODV protocol 

 
In AODV, the sequence number is used to determine 
the freshness of routing information contained in the 
message from the originating node. When generating 
RREP message, a destination node compares its 
current sequence number, and the sequence number 
in the RREQ packet plus one, and then selects the 
larger one as RREPs sequence number. Upon 
receiving a number of RREP, the source node selects 
the one with greatest sequence number in order to 
construct a route. But, in the presence of black hole 
when a source node broadcasts the RREQ message 
for any destination, the black hole node immediately 
responds with an RREP message that includes the 
highest sequence number and this message is 
perceived as if it is coming from the destination or 
from a node which has a fresh enough route to the 
destination. The source assumes that the destination is 
behind the black hole and discards the other RREP 
packets coming from the other nodes. The source 
then starts to send out its packets to the black hole 
trusting that these packets will reach the destination. 
But black hole node simply discards those packets. 
 
IV. THE PROPOSED WORK 
 
The proposed mechanism uses the fake RREQ 
message to attract the malicious node to respond the 
fake RREP message. In our scenario, there is more 
than one malicious node who will reply the fake 
RREQ packet.  
 
1. In this mechanism, AODV broadcasts a fake 
RREQ packet which includes the destination address 
which does not exist in reality.  
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2. The multiple black hole nodes will immediately 
respond to the fake RREQ packet as they do not care 
about whether the fake target addressed node exists or 
not in the network. Then, the RREP packet will be 
sent by those multiple black hole nodes.  
3. The RREP packet is here enhanced by adding one 
more field used to contain the information about the 
identity of the node who replies the RREP packet to 
the source node. When any node in the network sends 
RREP packet, its identity will be recorded into 
Record field. So, if any intermediate node sends the 
RREP packet in response to the fake RREQ, it can be 
easily traced or detected.  
 

 
Fig. 3 sending fake RREQ packet 

 
In figure 3, we have three black hole nodes located at 
different places in the network named as 1, 4 and 6. 
Before initiating the actual route discovery process in 
AODV, the source node broadcast the fake RREQ 
message with fake target address of node T (non-
existent node) to the neighboring nodes 1, 3 and 5.  
 
4. The normal nodes having no malicious behavior 
will not reply to the fake RREQ message as they have 
no route to that virtual node T. The malicious nodes 
1, 4 and 6 will reply the RREP packet as advertising 
the shortest path towards the destination node (T).  
5. The identity of these nodes will be recorded into 
the Record field of the RREP packet. When the 
source node S receives the multiple RREP packets, 
from the Record field it will be able to trace the 
identity of malicious nodes.  
6. These identities will be added to the black list and 
this list will be broadcast as an ALARM packet to all 
the other nodes in the network. Then, these multiple 
black hole nodes will be isolated from the network. 
After isolating the multiple black hole nodes, the 
normal route discovery process in AODV will be 
initiated. The data is then routed to the destination 
with shortest path.  
 
It’s better to detect the malicious nodes every time 
before initializing the route discovery process. It 
makes this method more effective.  

V. SIMULATIONS 
 
The experiments for the evaluation of the proposed 
scheme have been carried out using the network 
simulator ns-2. 
 

 
 
Following metrics are chosen to evaluate the impact 
of the blackhole attack on the simulated network: (i) 
Throughput and (ii) Delay.  
 
In Fig. 4 Average End to End delay vs. numbers of 
nodes for the old scenario is represented. 

 
Similarly, In Fig. 5 Average End to End delay vs. 
numbers of nodes for the new scenario is represented. 
 

 
 
In Fig. 5 Throughput Vs. numbers of nodes for old 
scenario is represented. 

 
Fig. 5 Old Throughput 
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In Fig. 6 Throughput Vs. numbers of nodes for new 
scenario is represented. 
 

 
Fig.6 

 
From above represented graphs I conclude that there 
is better throughput and lesser delay in the proposed 
method. 
 
CONCLUSION 
 
In this paper, the multiple cooperative blackhole 
attack in AODV is described. A better solution has 
been proposed to identify malicious nodes in a 
MANET to identify a secure and shortest routing path 
from a source to a destination node. The results or 
graphs demonstrate the effectiveness of the 
mechanism. In future the proposed security 
mechanism may also be extended by defending 
against grayhole attack where some nodes switch 
their states from blackhole to honest nodes and vice 
versa.  
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