CLOUD BASED AUTHENTICATION SYSTEM

VISHAL SASWADE

Abstract- “Cloud” is a virtualized pool of computing resources. Cloud computing has been around for over some years in
different forms. However the third generation trend in IT industry is now ruled over by cloud computing. Cloud computing
is an Internet based resource sharing methodology wherein data and resources are shared and integrity of data, resources
have become prime concern.Access to intruders can be restricted by providing username and password as first level au-
thentication. In our proposed work we have tried to minimize the loop holes related to the security and the authentication
of the user in an organization by providing multi level authentication (User ID , Password and MAC Address) encrypted in

digital certificate.
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I. INTRODUCTION

Cloud computing is an Internet based resource shar-
ing methodology wherein data and resources are
shared and integrity of data, resources have become
prime concern. Access to intruders can be restricted
by providing username and password as first level
authentication. In our proposed work we have tried
to minimize the loop holes related to the security and
the authentication of the user in an organization by
providing multi level authentication (User ID
Password and MAC Address) encrypted in digital
certificate.

Cloud Based Authentication

In this paper we have implemented a new security
architecture model for cloud computing platform. In
this model multi level authentication technique is
used for giving secured access to a cloud user. Here
credentials are encrypted into a digital certificate
with AES algorithm in which keys are generated
randomly by the system. In our proposed model mul-
ti factor authentication is used, thus ensuring higher
security. This model also helps to solve main securi-
ty issues like malicious intruders, hacking, etc. in
cloud computing platform.

Comparison between RSA , Blowfish algorithms.

The RSA algorithm is used for secured communica-
tion between the users and the servers. Blowfish is
also a block cipher[5], meaning that it divides a mes-
sage up into fixed length blocks during encryption
and decryption. The block length for Blowfish is 64
bits; messages that aren’t a multiple of eight bytes in
size must be padded. Current authentication model
(Consolidated Architecture Model) enables smart
devices to perform user authentication by using user
certificate stored in the devices. It requires web
browser such as Internet Explorer, Opera, Safari,
Firefox, Chrome etc. Furthermore, this model is de-
signed not to reveal the sensitive data such as digital
signature information to Auth Server through end-to-
end encryption which ensures its secure delivery

between service provider and smart device. [*]
However this model does not store Machine Address
Code of the device. By adding the MAC to the cer-
tificate, we can ensure that user is bonded to use the
exact same machine which is assigned to him/her by
the administrator.

Blowfish consists of two parts: key-expansion and
data encryption. During the key expansion stage, the
inputted key is converted into several sub key arrays
total 4168 bytes. There is the P array, which is eight-
een 32-bit boxes, and the S-boxes, which are four
32-bit arrays with 256 entires each. After the string
initialization, the first 32 bits of the key are XORed
with P1 (the first 32-bit box in the P-array). The sec-
ond 32 bits of the key are XORed with P2, and so
on, until all 448, or fewer, key bits have been XO-
Red. Cycle through the key bits by returning to the
beginning of the key, until the entire P-array has
been XORed with the key. Encrypt the all zero
string using the Blowfish algorithm, using the modi-
fied P-array above, to get a 64 bit block. Replace P1
with the first 32 bits of output, and P2 with the sec-
ond 32 bits of output (from the 64 bit block). Use the
64 bit output as input back into the Blowfish cipher,
to get a new 64 bit block. Replace the next values in
the P-array with the block. Repeat for all the values
in the P-array and all the S boxes in order.
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Fig 1.BlowFish Algorithm
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Il. PROPOSED SYSTEM

This system basically uses the Blowfish encryption
algorithm [1] to encrypt the data file. This algorithm
is a 64-bit block cipher with a variable length key.
This algorithm has been used because it requires less
memory. It uses only simple operations, therefore it
is easy to implement. It is a 64 bit block cipher and it
is fast algorithm to encrypt the data. It requires 32 bit
microprocessor at a rate of one byte for every 26
clock cycles. It is variable length key block cipher
up to 448 bits. Blowfish contains 16 rounds. Each
round consists of XOR operation and a function.
Each round consists of key expansion and data en-
cryption. Key expansion generally used for generat-
ing initial contents of one array and data encryption
uses a 16 round Feistal network[3].
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Fig 3. DFG of the loop bod

Private Key
Public key encryption requires that a public key and

a private key be generated for an application. Data
encrypted with the public key can only be decrypted
using the corresponding private key. Data encrypted
with the private key can only be decrypted using the

corresponding public key. The private key is stored
in a key database file that is password-protected.
Only the owner of the private key can access the
private key to decrypt messages that are encrypted
using the corresponding public key.

The issuer of the certificate signs it with a digital
signature to verify its authenticity. This signature is
compared to the signature on the corresponding CA
certificate to verify that the certificate originated
from a trusted certificate authority.

ALGORITHM STEPS:

It is having a function to iterate 16 times of network.
Each round consists of key-dependent permutation
and akey and data-dependent substitution. All op-
erations are XORs and additions on 32-bit words.
The only additional operations are four indexed ar-
ray data lookup tables for each round.

Algorithm
Divide x into two 32-bit halves: xL, xR
For i = 1to 32:
XL = XL XOR Pi

XR = F(XL) XOR xR
Swap XL and xR
Swap XL and xR (Undo the last swap.)
XR = xR XOR P17
xL = xL XOR P18
Recombine xL and xR

Definition and Basic Scheme

We have proposed new security architecture model
for cloud computing platform. In this model multi
level authentication technique is used for giving se-
cured access to a cloud user. Here credentials are
encrypted into a digital certificate with AES algo-
rithm in which keys are generated randomly by the
system. In our proposed model multi factor authenti-
cation is used, thus ensuring higher security. This
model also helps to solve main security issues like
malicious intruders, hacking, etc. in cloud computing
platform. The RSA algorithm is used for secured
communication between the users and the servers.

CONCLUSION

The proposed algorithm of the Blowfish can achieve
efficient data encryption up to 4 bits per clock. In
this design, we avoid 1/O limited constraint by mod-
ifying the 1/0 from 64 bits to 16 bits. The proposed
architecture should satisfy the need of high-speed
data encryption and can be applied to various devic-
es respectively.
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